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Organizations subject to poten-
tial lawsuits or investigation 
require a process for preserv-

ing information that may prove rele-
vant to the matter. Yet for many orga-
nizations, the preservation process is 
often chaotic, time-consuming and er-
ror-prone. A recent eDJ Group survey 
found that “almost a third [of respon-
dents] track the [legal hold] process 
via spreadsheet, while another third 
don’t track the process at all.” This 
reliance on manual processes creates 
glaring inefficiencies, and the lack of 
automated tracking mechanisms ex-

poses organizations to costly mistakes 
and potential judicial sanctions.

How can organizations eliminate 
the chaos and risks in preservation 
for e-discovery? Technology and pro-
cess can make a big difference, espe-
cially when simplifying and stream-
lining the entire legal hold process, 
from issuance to release. This article 
explores some of the key consider-
ations for applying technology to de-
fensibly eliminate the chaos often en-
countered during preservation.

OrganizatiOnal requirements

At its core, a legal hold is a notifi-
cation, often an e-mail, stating that a 
lawsuit has commenced or is reason-
ably anticipated and the recipient of 
the e-mail must preserve all data po-
tentially related to the matter. Simply 
issuing a legal hold notification does 
not equate to a defensible process.

While issuing, monitoring and docu-
menting legal holds is fairly standard, 
different sizes and types of organiza-
tions have different priorities when 
preserving electronically stored in-
formation (ESI). Large organizations, 
for example, typically have hundreds 
or thousands of employees dispersed 
geographically and spread across 
business units. Legal teams need to 
be able to efficiently create, acknowl-
edge and track all of the legal holds. 
Software can automate this process, 

as well as integrate with corporate 
information systems, such as HR and 
asset management, so that employee 
information can be quickly updated 
without time-consuming manual in-
tervention or redundant data entry.

For small and medium-sized orga-
nizations, where individuals tend to 
serve in a variety of functions and 
where budget and time constraints 
may limit training, an intuitive user 
experience is paramount. All parties, 
whether attorneys, paralegals or cus-
todians, need to be able to function 
quickly and effectively in the applica-
tion from the very beginning.

All organizations, regardless of their 
size or litigation profile, can ben-
efit from a solid legal hold process 
that automates reminders and track-
ing and produces documentation for 
demonstrating a defensible process. 
Manual systems are not only imprac-
tical in today’s environment, where 
increasingly large stores of data are 
housed and transmitted electronical-
ly, but they also pose significant risks.

legal HOld  
sOftware COnsideratiOns

Following are the five essential con-
siderations for legal teams to apply 
when evaluating legal hold software 
for their organization:

1. Ease of use.
2. High level of visibility into all 
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preservation-related activities.
3. Automation of the entire legal 

hold lifecycle.
4. Documentation/audit trail of ev-

ery step in the process. 
5. Integration with other systems 

that manage the organization’s 
information. 

Consideration 1:  
Ease of Use 

With legal hold software, there are 
two primary groups: 1) “Users,” or the 
legal and IT teams who manage the 
issuance of holds, monitor the process 
and run reports; and 2) “Custodians,” 
who receive the hold notices and in-
teract with the software to provide 
the requested information. In most or-
ganizations, it’s impractical to have a 
point person onsite to help individuals 
muddle through software that’s diffi-
cult to use. Custodians need to be able 
to open the application, follow some 
basic internal guidelines and quickly 
fulfill their obligations. If hold recipi-
ents can’t function in the software 
without getting frustrated, they will 
simply walk away — and that can turn 
into a big headache for legal teams.

In addition, the legal hold software 
should improve efficiency with fea-
tures like reusable templates, built-in 
workflows that guide users through a 
series of sequential steps, and dash-
boards that graphically represent the 
process and make it easy for users to 
quickly drill down into specific areas. 

Consideration 2:  
Visibility 

Any solid legal hold software ap-
plication should allow users to see 
the state of the hold portfolio at any 
point in the preservation process. The 
application should easily track holds, 
acknowledgments, reminders, re-issu-
ances and releases. It should also al-
low for the creation and issuance of 
automated reminders on a predeter-
mined schedule, generating reports 
on who has or has not responded. This 

technology driven process should 
make it easy to specify which custo-
dians are associated with which holds 
as well as show the current status of 
custodians who may be involved in  
multiple matters. For multinational 
organizations, it may also be impor-
tant to generate global reports to see 
who is on hold within each business 
unit, in specific geographical loca-
tions, and whether any unique issues, 
such as international privacy require-
ments, are associated with a particu-
lar hold or custodian.

In e-discovery, visibility equates to 
transparency, which bolsters defensi-
bility and promotes efficiency. Hav-
ing increased visibility through con-
figurable dashboards allows users to 
access all of the information needed 
in a single location without having 
to manually track down the informa-
tion. It also provides a more efficient 
way for legal team members monitor 
the progress of a hold or track holds 
across multiple matters, all without 
picking up a phone. 

Consideration 3:  
Automation 

Automation is one area where tech-
nology’s power stands out. The goal 
here is to leverage the latest technol-
ogy while keeping things as simple as 
possible for the user. Matters typically 
change over time. As more custodians 
are added to a hold, the complexity 
and effort required to manually track 
the process increases exponentially. 
A single custodian may have five or 
six data sources, a multinational mat-
ter can present language barriers, or 
a certain percentage of custodians in 
just about any matter are going to be 
non-compliant. Automation prevents 
legal teams from becoming over-
whelmed by all of these contingen-
cies, saves time, and ensures consis-
tency and repeatability. 

Areas of the legal hold process that 
can be automated include:
•	Legal hold templates. Users 

should be able to develop cus-
tomized templates depending on 
case type or legal objective and 
then save the templates for reuse 
on similar matters. For example, 
a legal team may use different 
templates for IP cases or tort cas-
es. There’s no need to repeat the 
process of creating a hold from 
scratch for each new matter. 

•	Custodian surveys and question-
naires. Apart from the benefit of 
getting the required information 
from custodians in an efficient and 
standardized manner, question-
naires or surveys can help custodi-
ans better understand what a hold 
means and what it covers. They 
also help legal teams learn more 
about the matter and its potential 
scope. Having the responses to a 
questionnaire organized in elec-
tronic form can be more useful 
than relying on notes from a face-
to-face interview, as the informa-
tion can be automatically added to 
the custodian and hold.

•	Dynamic tags. Tags are identifiers 
that attach to a legal hold, such as 
attorney name, paralegal name, 
brief description of a matter or 
the matter name. These can be en-
tered once, and then the software 
will automatically attach those tags 
to all of the hold notices, as well 
as to any other communications, 
such as reminders and reissued 
holds that are sent out. This helps 
prevent errors when a paralegal 
or attorney goes into an unfamil-
iar case for the first time to issue 
a hold. It also expedites the hold 
creation process by eliminating te-
dious, repetitive information entry.

•	Automated workflows. Estab-
lishing automated workflows can 
ensure approvals are received at 
specified steps in the hold process 
before moving forward. They can 
also ensure copies of holds and 
interviews are automatically is-
sued to designated recipients. For 
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example, a specific workflow can 
ensure that an attorney approves 
a hold notice and associated in-
terview before it’s issued. Legal 
hold software excels at enforcing 
logic and can prevent users from 
closing a matter until all the re-
quired steps have been complet-
ed and documented according to 
predetermined criteria. For most 
organizations, that will mean all 
interviews have been completed 
by custodians and all litigations 
holds associated with the matter 
have been released.

•	Automated reminders and es-
calation notices. The legal hold 
process goes well beyond a single 
issuance of a hold notification. It’s 
important to keep in mind that 
custodians have day-to-day busi-
ness responsibilities and will likely 
need to be reminded of their hold 
obligations from time to time. A 
legal hold software application 
should allow users to automate 
such notices on a predetermined 
schedule at the outset of the mat-
ter, so legal team members don’t 
have to track and manage these 
communications manually. Be-
yond simple reminders, escalation 
notices that are sent directly to a 
custodian’s supervisor can be use-
ful in getting non-responsive cus-
todians to take a requested action. 

Consideration 4:  
Documentation

This may not seem so important at 
the onset of a matter, but it is almost 
always crucial at the end. It’s just 
as important — perhaps even more 
important — to correctly document 
work as it is to perform the work. 
Thorough documentation is neces-
sary to demonstrate the integrity of 
the entire legal hold process. A solid 
legal hold application can automati-
cally itemize each discrete action, 
including dates, the individuals in-
volved, and so on. If the legal team 

ever faces an allegation of spoliation 
(i.e., violation of the duty to preserve 
relevant evidence) or other e-discov-
ery failures, solid documentation will 
allow the organization to defend its 
processes with clarity and authority.

For very large organizations, in 
particular, automating the documen-
tation of preservation efforts is cru-
cial. A single legal matter can involve 
terabytes of data, months or years of 
activity, and large teams of IT and le-
gal staff, the composition of which 
is likely to change frequently. This 
is too much to keep track of manu-
ally. Organizations need a centralized 
repository where people from all ar-
eas — legal, IT, management, outside 
counsel, vendors — can go to moni-
tor matter the status, share informa-
tion and retrieve documentation. 

Courts require organizations to ef-
fectively defend corporate preserva-
tion processes. Legal hold software 
can automate and streamline those 
processes so the documentation hap-
pens automatically.

Consideration 5:  
Integration with Other Systems 

The legal hold software applica-
tion should be able to readily “talk” 
and share data with internal infor-
mation systems, such as HR, data 
management, collaboration systems 
(i.e., SharePoint) and authentication 
services (i.e., Active Directory). For 
instance, interfacing the legal hold 
software with an organization’s HR 
system can help ensure employment 
changes, such as terminations, retire-
ments, new assignments and leaves 
of absence, are updated at regular 
intervals, preferably daily, so legal 
can keep track and act on potential 
impacts on existing holds. Failing to 
stay on top of these changes can eas-
ily result in data spoliation. Integra-
tion can also make it possible to run 
“historical searches” to see where a 
custodian has been employed in the 
organization at various points in time.

Integration with authentication ser-
vices, such as Active Directory, makes 
it possible for users to use their do-
main password to log in to the legal 
hold system. This allows legal hold 
software application to be configured 
so the user isn’t prompted to provide 
log in credentials at all. The bottom 
line is that integration of multiple au-
tomated e-discovery processes helps 
eliminate redundancy, streamlines the 
preservation process and reduces the 
potential for missteps along the way. 

COnClusiOn

Preservation in e-discovery is criti-
cal to maintaining defensibility. Fail-
ure is not something that can be cor-
rected later. Organizations concerned 
with cost, efficiency and risk mitiga-
tion should not rely on manual pro-
cesses to fulfill their preservation 
obligations. Legal hold software can 
address these challenges by automat-
ing and tracking every step from is-
suance to release. It can also provide 
the documentation and integration 
capabilities that are critical for sup-
porting a consistent, repeatable, de-
fensible preservation process that can 
withstand judicial scrutiny.
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