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What You Need To Know 

On May 19, 2015, Exterro announced the launch of File Analysis, its entrance 

to the information governance (IG) solution landscape. File Analysis 

provides organizations with a flexible approach to IG. Rather than take a 

programmatic approach to IG, File Analysis provides a toolkit to support 

crucial data analysis needs as well as the management of IG requirements 

and standards. Version 1.0 of the solution focuses on policy management 

and core data analysis needs, with subsequent releases to add automated 

disposition actions, such as deletion, migration, or retention, and to expand 

analytics capabilities and the array of data sources included.  

File Analysis shows promise for its ability to assist organizations in various  

project-based uses, while scaling to continuous enterprise IG initiatives. As 

such, the greatest opportunity lies in the company’s solution deployment 

strategy, which provides a configurable and scalable framework for 

managing IG data and operational challenges. The resulting solution 

provides users with a low barrier to adoption for organizations, and the 

ability to scale deployment as the organization’s needs mature.  

This market alert provides further information on File Analysis’s capabilities, 

along with evaluation guidance based on its fit into the current business 

needs and obstacles confronting the adoption of IG strategies. 

Market Context: Information Governance 

Implementation Challenges 

At its core, information governance represents a risk management aspect of 

enterprise data management that attempts to balance the cost and utility of 

data retention and deletion, informed by sensitivity to regulatory requirements, data privacy and 

security concerns, and legal exposure and production demands.  

AT A GLANCE 

On May 19, 2015 corporate eDiscovery 
platform and workflow management 
solution provider Exterro announced 
the launch of File Analysis, the 
company’s information governance 
solution. 

Core Solution Components 

 Policy Management 

 Information Analysis and 
Categorization 

 Data Analytics and Reporting 

Deployment Options 

 On premises 

 Provisioned hardware 

 Private cloud 

Opportunity Presented 

File Analysis provides a core set of 
capabilities needed to support IG on a 
project-based and coordinated 
enterprise basis. The greatest 
opportunity lies in the company’s 
solution deployment strategy, which 
provides a configurable and scalable 
framework for managing IG data and 
operational challenges. The resulting 
solution provides users with a low 
barrier to adoption and the ability to 
scale deployment as the organization’s 
program and needs mature.   
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The difficulty of performing these tradeoffs grows in step with three factors:  

1) The volume and variety of enterprise data;  

2) The number and variety of regulations, risks, and policies 

impacting an organization’s data management and retention;  

3) The size and complexity of the organization 

In combination, these factors have prompted growing awareness of the need 

for formalized information governance programs among enterprises and 

organizations with large-scale data needs. However, as an emerging discipline, 

IG now possesses clear visions for end-state operations, but lacks models for 

change, leaving organizations with little guidance as to how to make the 

transition.  

This is a challenge for vendors offering IG solutions as much as organizations 

developing programs. For the vendors, it presents both a sales obstacle and an 

addressable need. It becomes particularly important for vendors to be able to 

enable their customers to implement IG, as well as provide support for 

underlying data analysis and process management challenges. Many vendors 

use professional services arms in order to help customers assess and plan IG 

programs. However, elements of solution architecture and strategy can 

introduce constraints into how organizations are able to scale IG operations.  

Vendors that take a platform approach, such as HP, Sherpa Software, and EMC, begin with an enterprise 

vision of IG to structure offerings in a manner that supports this vision. As such, these solutions tend to 

emphasize modularity in deployment. Often, one finds a centralized framework of policy management, 

data analysis, and process automation capabilities reaching across IG models, but selectively deployable 

through modules addressing particular departmental views or risks. As a result, these strategies tend to 

offer customers with entry points supporting defined drivers (such as HIPAA, litigation readiness, or PCI) 

that limit the scope of stakeholders, processes, and change required by the implementation. However, 

because of the scope of implementation required, this approach can often be difficult to justify for one-off 

or ad hoc projects.     

Vendors that focus on point data analysis and categorization solution needs, such as Nuix, Recommind, 

or recent Microsoft acquisition Equivio, are often easier to implement to support particular IG projects. 

However, while these solutions may be just as suited to support enterprise IG information analysis needs, 

they often lack capabilities to support process management and multi-stakeholder collaboration found in 

platform approaches. As a result, organizations interested in developing comprehensive enterprise IG 

programs can find that additional solutions are needed.  

Data volume and 
requirements 
complexity challenges 
have promoted growing 
awareness of the need 
for formalized 
information 
governance. 
 
However, as an 
emerging discipline, IG 
now possesses clear 
visions for end-state 
operations but lacks 
models for change, 
leaving organizations 
with little guidance as to 
how to make the 
transition. 
 

http://www.autonomy.com/html/protect/informationgovernance/html/index.html
http://www.sherpasoftware.com/
http://www.emc.com/data-protection/emc-sourceone-archiving-family.htm
http://www.nuix.com/information-governance
http://www.recommind.com/solutions/information-governance
https://products.office.com/en-us/business/explore-office-365-for-business
http://bluehillresearch.com/how-microsofts-equivio-acquisition-could-remove-barriers-to-information-governance/
http://www.equivio.com/
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About Exterro File Analysis 

Exterro has benefited by taking the time to observe its competitors’ entrance into the IG solution 

landscape. The company rightly identifies the top challenges currently facing IG adoption as the 

discrepancy between point needs and comprehensive visions of enterprise programs and the resulting 

difficulty in undertaking an enterprise IG program. In response, Exterro has emphasized flexibility and 

scalability in the platform in a way that has the potential to assist organizations as they scale through the 

intermediary stages between disparate and ad hoc project-based approaches to coordinated enterprise 

operations.  

As with many of its peers, the company will make a set of professional and consulting services available 

to customers, working through partners such as Huron Consulting Group, Pricewaterhouse Coopers, 

Epiq Systems, Deloitte, and Berkley Research Group. These partners are working with Exterro to better 

understand the market needs, and to support their IG projects and programs with Exterro's technology. 

The deeper response to these challenges lies in Exterro’s product development and delivery strategy. 

Understanding Exterro’s strategy requires a look at three elements of the solution:  

1) File Analysis functionality 

2) Contributions of the Fusion platform integration 

3) Solution architecture and framework  

Of these three components, the most crucial contributions come from 

the third one. Exterro offers core IG policy management and data 

analysis functionality, but its capabilities are not, in and of themselves, 

unique on the market. The vendor’s product framework strategy, 

however, is. The resulting solution emphasizes flexibility and 

enablement, beginning with project-based needs that offer tangible 

value, such as server consolidation, cloud migration, or legacy 

solution transitions, while also providing the platform with the 

potential to grow a larger enterprise IG backbone.  

Solution Functionality 

Version 1.0 of File Analysis provides a core set of policy management 

and data analytics capabilities that create a flexible toolset for a 

variety of IG projects and initiatives. The solution’s primary 

functionality supports information policy and enforcement 

management along with underlying analysis needs. The heart of the 

solution is a flexible platform for policy management and execution.  

Exterro has benefited 
by taking the time to 
observe the emergence 
of the IG solution 
landscape.  
 
In response, Exterro 
has emphasized 
flexibility and 
scalability in the 
platform in a way that 
has the potential to 
assist organizations as 
they scale through the 
intermediary stages 
between disparate and 
ad hoc project-based 
approaches to 
coordinated enterprise 
operations. 
 
 

http://www.huronconsultinggroup.com/
http://www.pwc.com/us/en/index.jhtml
http://www.epiqsystems.com/
http://www2.deloitte.com/us/en.html
http://www.thinkbrg.com/
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File Analysis provides a rules engine and policy library supporting the management of a variety of 

sensitive file types, such as personally identifiable information (PII) or personal health information (PHI), 

and various standards and regulatory requirements, such as PCI or HIPAA frameworks. In addition to 

pre-existing file libraries, File Analysis policies are configurable as needed by users. Further, the solution 

provides the ability to define how policies interact with one another or are to be applied against 

particular data sources through the creation of “plans.”  

Based on plan definitions, File Analysis indexes data repositories to identify whether and how data falls 

within policies. The solution classifies data under policies based on metadata extraction along with text 

analytics identifying of “regular expressions,” or terms and phrases that commonly occur within 

particular data types, such as PHI or PII. After identifying the application of particular plans or policies, 

the solution tracks downstream actions to create defensible audit trails of data disposition decisions.  

Figure 1: Snapshot of Plan Management in Exterro Information Governance 

 

Courtesy of Exterro, June 2015 

In addition to its policy-based assessment and categorization capabilities, File Analysis offers a set of 

analytics and reporting functionality. This functionality provides insight into data trends through 

dashboard and drill down views, and a robust data “search” toolset which organizes data reporting 

based on a variety of factors. These capabilities are less focused on policy enforcement than providing 

insight into enterprise data use and access among particular users or departments. Version 1.0 also 

supports analysis of file versions, duplicates, and near-duplicates across data resources, permitting the 

organization to quickly distinguish between reference copies and “golden copies,” such those most 

recently modified or held in repositories of record.  

Ultimately, these capabilities are intended to provide intelligence that informs risk identification, data 

disposition decisions, or adjustments to policies. These sorts of comparisons can be used to identify 

opportunities to support data disposition, along with informing decisions to limit access or to adjust 

policies balancing enterprise business need with risk.  
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Figure 2: Snapshot of File Analysis Dashboard 

 

Courtesy of Exterro, June 2015 

Version 1.0 is positioned to support Microsoft SharePoint and network share data sources, while 

expansions due by the end of the year will add Microsoft Exchange and Office 365 as well as laptop and 

desktop environments. 

Integrations with the Fusion Platform 

Exterro will offer File Analysis as a module of the Fusion platform. The resulting integrations with other 

platform components provide a number of additional opportunities for insight in support of larger IG 

strategy and decision-making.  

File Analysis is fully integrated with Exterro Legal Hold, and will be fully integrated with the rest of 

Exterro's e-discovery and data analysis capabilities in the next release scheduled for later this year. This 

approach offers Exterro customers the opportunity to maintain a closed loop of information from 

e-discovery and other use cases to inform IG decisions. Connections to Exterro Legal Hold present the 

most obvious opportunities by automatically propagating legal holds and affected data sources across 

solutions. The integration with eDiscovery Data Management will extend this insight beyond hold to 

understand the implications of ongoing litigation trends and needs, to similarly drive changes in IG 

policy. Similarly, integration with Fusion Employee Change Monitor, which tracks changes in employee 

status to identify needed data access or policy application changes, will further connect the IG process. 

https://products.office.com/en-us/sharepoint/collaboration
https://products.office.com/en-us/exchange/email
https://products.office.com/en-us/business/explore-office-365-for-business
http://www.exterro.com/e-discovery-software/legal-hold/
http://www.exterro.com/e-discovery-software/legal-hold/
http://www.exterro.com/e-discovery-software/data-management/
http://www.exterro.com/information-governance-software/employee-change-monitor/
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These integrations are aimed at helping the organizations to approach IG in the context of changes in the 

“living” data environment. As such, these capabilities represent an effort to support organizations as 

they attempt to grow IG from a project-based undertaking to a programmatic business operation, by 

helping organizations not to simply apply policies to categorize and defensibly delete or retain data, but 

to obtain insight needed to revise policies or make changes in their application as well.    

File Analysis’s Flexible and Scalable Framework 

Exterro effectively offers a hybrid approach between platform and point solution approaches discussed 

above. Through File Analysis’s mix of policy and plan management capabilities, the solution is designed 

to scale from project-based to larger enterprise program needs. The net result is a solution that can fit the 

ad hoc project needs that currently make up the majority of IG pain points, while maintaining a 

framework that has the potential to scale with ongoing enterprise needs on a highly granular basis. 

Exterro is able to provide this scalability by taking what can be described as a “toolkit” approach. Users 

can configure and tailor policies and projects to small-scale needs as well as support the complex 

interactions of requirements, projects, and stakeholders involved in cross-enterprise programs. While 

platform strategies can provide similar options to scale, the “building block” approach required in 

module-based deployment can prevent the ability to scale at the same level of granularity.   

The ultimate opportunity that this presents to organizations lies in the 

freedom to select the scope of their investment while maintaining the 

opportunity to scale deployment with the maturation of its IG 

program. Some organizations will look to File Analysis for no more 

than supporting their ad hoc projects. Others will find that the solution 

offers the ability to start small with pilot projects, then expand its 

implementation in accordance with enterprise strategies. Still others 

may find opportunities to evolve its solution environment organically, 

without a coordinated IG vision, as their needs change. Whatever the 

approach an organization takes, the ultimate upside lies in the 

relatively small commitment required for initial deployment, 

combined with the opportunity to show incremental value through 

incremental, progressive expansion.  

Key Observations and Takeaways 

With the launch of File Analysis, Exterro does more than simply join 

the IG solution market. The company has also laid out a uniform 

platform for IG implementation that is highly responsive to the 

variety of IG needs. This strategy appears particularly well suited to 

Exterro is able to 
provide this scalability 
by taking what can be 
described as a “toolkit” 
approach. Through File 
Analysis’s mix of policy 
and plan management 
capabilities, users can 
configure and tailor 
policies and projects to 
small-scale needs as 
well as support the 
complex interactions of 
requirements, projects, 
and stakeholders 
involved in 
cross-enterprise 
programs. 
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the “entry point” challenge in IG by permitting users to start with individual projects and scale 

deployment at a remarkably granular rate.  

As such, File Analysis is best suited for organizations interested in, but still struggling to develop an 

enterprise IG framework. Here, the solution will offer the ability to begin with point projects, show value, 

and plan additional expansions as they identify business cases. Enterprise-class organizations will likely 

find the most immediate opportunities to test this approach, as they possess the most acute needs for 

cross-organizational IG management. Current users of Exterro’s Fusion platform, in particular, will likely 

see the greatest value through the resulting insight into eDiscovery data needs and changes in employee 

status.    

However, the solution’s ability to support organizations at the project level means that the solution will 

also be suited for mid-tier and smaller organizations, who may not be prepared for cross-enterprise 

governance programs. Nonetheless, as these organizations encounter point concerns, such as a server 

migration, that present large volumes of data requiring data retention and deletion decisions, they may 

find that File Analysis cloud deployment and scalable framework create a fit for small-scale needs. In its 

current version, File Analysis is best suited for organizations using Microsoft SharePoint or network 

share environments. Organizations with other needs should keep an eye on future deployments, as the 

company has promised expansions in these data sources on an aggressive schedule.  

Ultimately, Exterro’s approach offers organizations the ability to support small-stakes IG needs, while 

providing ready options to, over time, expand the size and scope of stakeholders, requirements sets, and 

data sources. Whatever position an organization occupies, this approach should lower the barrier to 

entry and present options to demonstrate incremental value, while simultaneously preserving 

opportunities to develop larger enterprise programs, an option which has been largely absent from the IG 

solution market.  
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