
Understanding the Requirements

IT departments are continually 
squeezed by organizational mandates 
to “deliver immediate value to the 
business” and “do more with less,” 
all while the cost of managing and 
maintaining existing applications 
consumes an increasing percentage 
of the annual operating budget. The 
standard practice of deploying and 
managing enterprise-scale software 
behind the firewall may not be the 
best fit with organizational priorities, 
required deployment timeframes, cost 
models and IT staff core competencies. 

Leveraging Tech Advancements

Advancements in both cloud-based 
computing and e-discovery technology 
are making it possible for organizations 
to leverage the power of on-premise 
e-discovery software, such as the 
Exterro Platform, without the need 
for dedicated IT resources and large 
budget allocations. Exterro Cloud 
Hosting delivers the same benefits, 
functionality, workflows, visibility and 
controls available in the on-premises 
deployment of the Exterro Platform via 
a secure, web-based, SOC 2 certified 
hosted model. 

Reducing the E-Discovery Costs

Through Exterro’s secure, cloud-based 
hosting option, clients can save up 
to $300,000 each year or more in 
IT staffing, infrastructure and third-
party service costs, depending on the 
internal resources available to support 
the implementation.
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Focus on what matters, not on managing software, with Exterro Cloud™

CLOUD HOSTING
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Exterro Cloud Hosting Features 

Exterro empowers legal teams with decisive strategic power for efficiently managing e-discovery projects and 
electronically stored information (ESI) while reducing costs, risks and legal exposure. By leveraging Exterro 
Cloud Hosting, both legal and IT staff will be able to focus on what they do best – deliver increased value to the 
organization. Exterro Cloud Hosting is used by many of our clients across financial, technology, pharmaceutical and 
hospitality industries. They leverage the full capabilities of the extensive Exterro Platform without the management 
and maintenance responsibility. Contact us today to find out how Exterro Cloud Hosting can provide a solution 
that meets your organization’s specific requirements.

Immediate Time-to-Value
Because Exterro hosts the servers and 
networking infrastructure required to 
support Exterro, clients can be up and 
running within 48 hours.

Increased Flexibility
Exterro Cloud Hosting is tailored to each 
client’s specific requirements for capability, 
performance, security and future growth. 
Additionally, the cloud-based environment 
can scale as needed, without long lead times 
or additional IT resources.

Ability for IT to Focus on  
Core Competencies
Exterro outsources all operational aspects of 
maintaining the Exterro Platform to experts, 
so the client’s IT staff can focus resources on 
core competencies.

Shifting of Capital Expense to 
Operational Expense
Some client organizations have challenging 
capital budgeting processes that require 
long lead times and mountains of 
paperwork. Exterro Cloud Hosting can shift 
expenses out of the capital budget into the 
operational budget.

Optimized Network Utilization
Rather than “collecting everything” over 
the network, Exterro E-Discovery Data 
Management™ can process, analyze and 
filter documents in-place, focusing actual 
collection on a much smaller corpus of 
documents to minimize network utilization.

Enterprise-Grade Infrastructure
Exterro’s cloud infrastructure is architected 
for exceptional performance and high 
availability to meet the business-critical 
application requirements of Exterro. Servers 
run on a high-speed switched network and 
connect to the internet via redundant,  
multi-carrier lines.

Integrations Aligned with 
Infrastructure Applications
Exterro Cloud Hosting utilizes secure 
web services to integrate with enterprise 
applications, such as HR systems and asset 
management systems.

High Security and Availability
Exterro has achieved SOC 2 Type 2 
certification, and our cloud hosting partners 
have achieved all relevant certifications 
including  SOC 1, 2 and 3 and FedRAMP 
and are SSAE–16 audited and offer data 

segregation, regular data backups, DDoS 
protection, antivirus and firewall protection. 
All web sessions are configured to use secure 
protocols. Rich role-based access controls 
enforce granular authorization across the 
Exterro Platform. Additionally, redundant 
solutions are available to ensure that any 
outages are quickly remediated.

Forensically-Sound Evidence 
Tracking
 If clients need to analyze ESI that has been 
collected to a physical device, such as a USB 
drive, forensically-sound processes are in  
place to track and securely transport the 
drive to Exterro’s cloud hosting provider, 
copy the contents from the drive and return 
the drive to the client.

Managed Changes
Exterro personnel coordinate all patches, 
updates and other changes with clients as 
they are deployed to mitigate any  
unforeseen service reductions or outages. 
Additionally, temporary test environments 
are made available to validate new versions 
prior to production cutover.

Ongoing Maintenance
Exterro personnel perform all database and 
application backup and maintenance.
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