
As Microsoft continues to enjoy success and momentum building market share with their Office 365 offering, it can 
be confusing to fully understand what capabilities are available natively in Microsoft’s offering and how those are 
complemented by third party e-discovery solutions. In order to cut through some of the hype and confusion, below 
we shall walk through the various stages of the E-Discovery Reference Model (EDRM) and highlight how Exterro’s 
Office 365 Integration complements the capabilities of Office 365, resulting in higher productivity, decreased risk, 
and significant cost reduction opportunities. 
 
Identification/Preservation Stage  
When your organization has a reasonable expectation of future litigation, it has a duty to preserve all potentially 
responsive data related to the matter. The Exterro Office 365 integration facilitates this duty in a number of ways:

Exterro’s Orchestrated E-Discovery solution – and all of the component products within it – have specifically been 
designed to address the needs of the e-discovery professional. One manifestation of this is Exterro’s ability to enable 
users to properly scope custodians and easily identify all the various data sources to which they are connected.
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TAKING ADVANTAGE OF  
THE EXTERRO MICROSOFT OFFICE 365 INTEGRATION 
THROUGHOUT YOUR E-DISCOVERY PROCESS

Microsoft Office 365 Enhanced Capabilities 
with Exterro Benefits

Users are associated with HR attributes only 
from Azure Active Directory.

Exterro Legal Hold integrates with all major 
HR Information Systems, including Active 
Directory, Workday, Peoplesoft, SAP, Oracle 
and others.

Your legal hold administrator can easily scope 
custodians based on department, current 
or former manager, organization chart, 
geography, historical employment status or 
any other variable stored in the HRIS.

With Exterro Office 365 Explorer you are able 
to identify relationships between custodians 
based on their communication and shared 
content.

Quickly understand custodian relationships 
and gain critical insight during the preservation 
stage, prior to collection, saving you time 
and money in the e-discovery process while 
minimizing the risk of spoliation.

Limited legal hold functionality consisting 
of issuance, acknowledgements and basic 
reminders.

Exterro Legal Hold includes enhanced 
enterprise level capabilities, including:
• Consolidated reminders
• Proxy acknowledgment
• Robust custodian portal
• Custodian interviews
• Advanced workflows and controls that 

enable compliance with all international 
data privacy/cross border requirements

• Ability for custodians to upload documents    

Fully defensible process.  
Enterprise-scale capabilities.

Office 365 currently has no way to easily 
aggregate all the various data sources and 
statistics (e.g. counts and volume) associated 
to an employee.

Exterro gives you the ability to see a 
consolidated view of all Office 365 data 
sources including mail folders, shared and 
owned OneDrive folders, Group mails, 
Group SharePoint sites, and associated data 
volumes associated to identified and potential 
custodians. Furthermore, you also have the 
ability to identify non-Office 365 data stored 
across your IT infrastructure.

Quickly identify all potentially responsive 
data for each custodian within Office 365 
and as well as in the systems across your 
IT infrastructure. Reduce time, cost and 
risk associated with non-identification of 
responsive data.
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Microsoft Office 365 Enhanced Capabilities 
with Exterro Benefits

In place preservation can be initiated only for 
data residing within Office 365.

Simple, one-click In Place Preservation 
capabilities from within the Exterro
console to a wide range of data sources such 
as Office 365, Druva, Proofpoint, Box, Google 
vault etc.

Reduces risk of spoliation of responsive data. 

No ability to automatically take action 
(send a notice, create a task, initiate a system 
action) when a change to an employee status 
is changed.

Exterro’s Employee Change Monitor enables 
you to proactively take steps to mitigate 
risk associated with the change in any data 
field stored in your HR information system, 
For example, when an employee leaves your 
organization, a task can be issued to take a 
snapshot of her email box and backup her 
files, a system notification can be sent to 
alert Records Management of the change in 
employment status, and the employee can 
automatically be released from any active 
legal holds.

Reduces operational risk by replacing 
error-prone manual processes.

Microsoft Office 365 Enhanced Capabilities 
with Exterro Benefits

Advanced search criteria and filters for Office 
365 data sources.

Exterro users can apply advanced
search criteria and filters including
keywords, timespans, Boolean logic, Regular 
Expressions and more for both Office 365 
and other data sources to find documents and 
review them in place.

Proactive and most effective approach allows 
you to prepare for Meet & Confers earlier.
 
The ability to review in place significantly 
reduces the time, effort, cost and amount of 
data required for collection.

Concurrently search non-Office 365 data 
sources like user machines (laptop/desktop), 
file shares and legacy email archives and other 
systems using the same assessment as used 
for Office 365 data sources.

Reduce time and effort to find potentially 
responsive data across all sources.

Significantly reduces the amount of data 
required for collection, further reducing costs 
for your organization.

Single Click collection.
During the collection stage, Exterro 
simultaneously performs any processing 
required.

Dramatically reduces further the amount of 
data ultimately collected while also presenting 
those documents for review much earlier than 
other solutions.

Exterro Smart ECA enables you to quickly 
identify potentially responsive data prior to 
collection by exposing contextual relationships 
between custodians and content across all 
data sources within your IT infrastructure.

Quickly and defensibly get you to the facts of 
every matter.

Early Case Assessment/Collection/Processing Stage  
The EDRM would suggest that after the preservation stage, organizations naturally would move to the collection 
of all potentially responsive data. Time has proven, however, that immediately doing so can add a great deal of time 
and cost to your e-discovery process. At Exterro, we think there is a better way, and that is to identify potentially 
responsive data in place, prior to collection.



Review Stage  
Once data across all appropriate Office 365 data sources as well as non-Office 365 data sources are collected, they 
are automatically aggregated in the Exterro platform at the point of collection. No further steps are required to 
process or deduplicate the data and no redundant document review is necessary, potentially even across matters, 
due to Exterro’s unique architecture. This reduces costly, time-consuming and risk-prone review of some of the 
most sensitive data.

E-Discovery Project Management  
Throughout the entire e-discovery process, Exterro Project Management automates and orchestrates all the 
various tasks and activities across all stakeholders, internal as well as external service providers and outside counsel 
personnel. With the Office 365 integration, project requests and approvals can be done via email, with no requirement 
to log into the Exterro application. Furthermore, Office 365 calendars can be utilized to track project activity and task 
dates, automatically reminding stakeholders of upcoming milestones.

Exterro is an independent software vendor and is neither affiliated with, nor authorized, sponsored, or approved by, Microsoft Corporation.
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Microsoft Office 365 Enhanced Capabilities 
with Exterro Benefits

Traditional technology assisted review. Exterro Smart Labelling – our AI-driven Review 
capability guides reviewers by analyzing and 
understanding the context of their labeling 
decisions real time and suggesting/queuing/ 
labeling the most relevant unreviewed 
documents.

Saves significant time and costs during the 
review stage.

Does not require training of seed sets.

Simple export capabilities for production. Ability to choose between PDF, TIFF and 
Native production output depending on the 
requirements of the matter.

Produce according to the needs of the matter.


