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PREPARING FOR A NEW 
ERA OF THIRD-PARTY DATA 
MANAGEMENT

As legal professionals at all levels—in-house corporate 
attorneys and outside counsel alike—assist their 
organizations and clients in complying with substantial, 
global changes to the way personal data is regulated, 
there is one area that is sometimes overlooked:  
Third-party data ownership.

Susanna McDonald, VP and Chief Legal Officer at the 
Association of Corporate Counsel (ACC), didn’t have this 
data handy when she was pursuing a third-party vendor 
risk solution—but she knew innately that third-party 
access to sensitive data was a growing concern.

By some estimates, organizations are more at risk of 
an indirect data breach than a direct one; a Ponemon 
Institute study found that 61% of companies surveyed 
found that they had experienced a data breach due to 
lax third-party cybersecurity.  

What’s worse: 66% of the companies that were 
breached didn’t have an inventory of which vendors and 
other third-parties had access to their data. 

“One of the things that I had to stress to my team was 
to look at third-parties in a very different, holistic way,” 
says Susanna. “Maybe we’re using a third-party database 
system—that’s one type of third-party. But then we also 
outsource some aspects of our services to other vendors, 
which is another type of third-party. So you have to think 
along multiple lines to determine whether you’re sharing 
and storing data, and how much, with vendors that have 
access to sensitive areas of your organization.”
Susanna felt that compliance would be more difficult—
particularly with the proliferation of new data privacy 
regulations—without a method of determining answers 
to the following five questions: 

• Who are our vendors?
• Which ones touch our data?
• What specific data do they touch? 
• Which ones are relevant to regulations? 
• How are they protecting our data?  

 
 
‘The Black Box’ of Vendor Risk
Susanna sought to find a new method of understanding 
“the black box” of their vendor risk, “what it is they 
were doing—at least as they relate to data privacy and 
security,” and whether those controls were aligned 
with her requirements. More specifically, she focused 
on a solution that would capture the information she 
needed to know, along with the relevant regulatory 
requirements, that would allow her organization to 
maintain compliance.

“These [regulatory] schemes are incredibly complicated,” 
says Susanna. “The variety of schemes that we’re having to 
comply with are incredibly complicated. You have dozens, 
if not hundreds of vendors that you need to evaluate. And 
it’s really hard to gauge what is too risky versus what is an 
acceptable level of risk.” 

Susanna turned to Exterro’s Vendor Risk Service (VRS) 
as a new way to manage all of the necessary information 
regarding the ACC’s third-party relationships. After 
reviewing all of her vendors using Exterro VRS software, 
she’s able to quickly and easily identify which vendors 
pose risks due to data privacy regulations or other 
compliance rules. Dashboard analytics provide advanced 
reporting in real time, offering immediate visibility into 
problem areas that require prompt attention. 
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To learn more about how Exterro VRS can help your organization, please schedule a live demo here.
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“It’s really important that you do a full circle review over 
how your data is not only being stored but also being 
utilized,” says Susanna.

Measuring the Benefits of Vendor Risk 
Service
Susanna says that the VRS process she’s built in her 
department led her to overhaul other areas to provide 
greater efficiency. 

“When we implemented the VRS system in our process, we 
overhauled not just our contract review process, but went 
all the way back to the RFP process,” Susanna explains. 
“We have the VRS system implemented during the RFP 
process for the final candidates. And it also has to include 
a preliminary contract for us to review, along with the 
results of the VRS process matrix, so we can consider that 
information when we make the decision for which vendor 
we’re going to go with.” 

Susanna says that these changes have given them 
a glimpse into their vendors, and helped provide a 
catalog of information needed for data mapping—which 
ultimately streamlines other processes in  
her department.
 

“Can you imagine going through an entire RFP, then  
getting the contract and then trying to negotiate the privacy 
and security issues, only to find out that they fail your 
requirements? And that’s basically what happens  
a lot of times.” 

Exterro’s Vendor Risk Service is the official vendor 
management software of the ACC—she recommends it 
to any legal department hoping to make life easier. 

“It will open your eyes to a lot that’s going on out there with 
your vendors,” says Susanna. 
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