
HOW A LARGE CONSULTING 
COMPANY STREAMLINED THIRD 
PARTY RISK MANAGEMENT

Although we don’t often realize it, third party service providers can have access to a range of sensitive organizational 
information. Access to this enterprise information, even with strong security processes, has created a risk bubble for these 
businesses: recent survey data suggests that a majority of companies are more likely to suffer breaches via a third party 
service provider than a direct attack. 

Pluralsight, an online technology learning and training 
platform company that offers video training courses for 
a range of technical professions, wanted a better method 
of keeping track of the vendors they work with—and the 
security risks that those vendors bring to the table. 
As the Security Compliance Manager of Pluralsight, 
Juan Carlos Gonzalez works to ensure that all risks 
are identified and logged appropriately. This includes 
regularly conducting vendor risk assessments: the process 
of ensuring that the security risks of the third parties 
Pluralsight works with are accurately identified based on 
the information that the vendor supplies to them.

Mr. Gonzalez specifically ensures that Pluralsight’s vendor 
privacy requirements are met. It’s a process that, until 
recently, was caught up in manual spreadsheets and lacking 
a centralized structure, which resulted in a process that 
was disparate among team members.

“We wanted to ensure that we were compliant with all 
legal, regulatory, and contractual requirements and that we 
were conducting vendor due diligence appropriately. And 
we really wanted to understand our own vendor’s security 
practices,” Mr. Gonzalez said of the recent changes.

Mr. Gonzalez said his department was looking to 
“streamline and document everything” in a centralized 
location that would make accessing the information 
easy and help ensure legal,regulatory, and contractual 
compliance. 

After viewing a demo of Exterro’s Vendor Risk Service 
(VRS), Mr. Gonzalez knew right away that the platform 
would answer his most pressing challenges. 

A ‘One-Stop Shop’ for Third Party Risk 
Assessments

Mr. Gonzalez says that when Pluralsight began using 
Exterro VRS, the resource constraints his team faced 
were eased. 

“We were looking for something that is kind of a one-
stop shop,” said Mr. Gonzalez. “A place we can direct 
everyone to and tell them how we send out our vendor 
risk assessments, how we review them, where everything 
is stored, etc. rather than working on three or four 
different spreadsheets or conducting research on our 
own. All of those different things were affecting us 
because we just weren’t able to centralize everything.” 

For the compliance team, the need for efficiency was a 
priority. Mr. Gonzalez says that Exterro VRS stood out 
for its prepopulated survey templates and heat mapping 
to identify potential problem areas early in the vendor 
review process. 

“I think if you look at the questionnaire and decide that 
something is a red flag, our eyes automatically go there,” 
said Mr. Gonzalez. “And so it saves on time and allows us 
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A More Efficient Way to Understand 
Vendor Risk
Mr. Gonzalez says it’s become easier to 
communicate among teams—which ultimately 
means that the business moves at a faster pace.
 
“I think the biggest thing we’ve been able to 
see is just the ease with which we can receive 
responses, which allows us to move forward on 
agreements at a faster pace,” said Mr. Gonzalez. 

“By having everything in a central spot, it’s easy 
to make changes, easy to follow up on tasks and 
questions, and easy to review and approve on 
our end. It makes it so much faster to sign off 
and say, ‘Okay, let’s move forward on this one.’ 
So it really helps streamline that process.” 

See this robust tool in action for yourself:  
schedule an Exterro Vendor Risk Service  
demo today. 

to focus on what we think is important and what needs to be 
resolved before we feel comfortable moving forward.” 

Additionally, the information security department now has a 
central repository where all of the assessments are housed, 
which makes life easier for everyone on his team whenever 
an action must be taken—like the vendor review process, for 
example. 

“It’s so much easier to simply review a previous survey and 
follow up,” said Mr. Gonzalez. “We say, ‘Do you have this 
policy?’ And they say no, so we make a note for ourselves to 
follow up in six months, or a year—whatever our timeline is. It 
helps us keep track of some of the risks that are identified. It’s 
a great benefit in that it helps identify high risk areas and ask 
‘what mitigating controls do you have in place?”

The compliance department has seen other processes 
streamlined as a result of the implementation of Exterro VRS. 

“There’s a lot of functionality within the tool to really do a lot 
of things,” said Mr. Gonzalez. 

“I think it’s made a big difference in creating efficiencies by 
reducing the time an individual spends working on a single 
process—we’ve already seen measurable benefits from it. In the 
procurement process it allows us to move forward at a faster 
pace, everything’s in one spot, and the ease of asking follow-up 
questions right there make it a helpful tool to have and use.” 
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