
Customer Profile
Eide Bailly LLP is a certified public accounting and 
business advisory firm. The firm was founded in 1917 
and provides core services of audit and tax, as well as 
expanded services including business outsourcing and 
strategy, business valuation and analytics, cybersecurity, 
financial services, fraud and forensic advisory, health 
care reform, human resources, international business 
services, litigation and dispute advisory, risk advisory, 
technology, transition and transaction advisory, and 
wealth planning. Eide Bailly employs more than 2,000 
professionals who work out of 33 offices in 14 states.

 

Situation
The professionals who work in Eide Bailly’s forensic 
advisory practice were longtime users of Exterro ’s 
FTK® software tool for conducting digital investigations. 
When Exterro  was developing the industry’s first 
centralized investigations platform accessible in a cloud 
environment, the company reached out to Eide Bailly to 
explore their interest in serving as a partner and early 
tester of the innovative solution. 

“We were impressed with Exterro ’s vision for cloud 
forensics and were eager to discuss how we might work 
together,” said Richard Hickman, digital forensics and
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 incident and incident response manager at Eide Bailly. 
“We communicated our goals for gaining efficiency and 
greater processing speed by migrating to the cloud and 
we shared ideas with the Exterro  development team 
for how they could shape their solution to help our firm 
better serve our clients.

” In October 2017, Exterro  became the first digital 
forensics software platform available to users in a cloud 
environment with the debut of FTK Lab on Amazon Web 
Services™ (AWS™). FTK Lab in the cloud is now available 
to customers on either Amazon Web Services or 
Microsoft® Azure®. Customers simply go to the cloud 
platform marketplace of their choice and select FTK Lab, 
then set up their environment and enter their FTK Lab 
license information. 

Solution 
FTK Lab is a large-scale forensics investigations and 
processing engine that enables computer forensics labs 
and companies of all sizes to provide their teams with 
collaborative analysis, centralized case management and 
web-based review, thereby dramatically streamlining the 
investigative process. This proven tool helps forensics 
and IT professionals to power through massive data 
sets, handle various data types and run multiple cases 
at the same time, all within a collaborative, scalable 
environment.

“We were familiar with the industry-leading FTK 
processing engine so we were comfortable with the 
functionality of FTK Lab for our purposes of managing 
forensic investigations,” said Hickman. “We worked 
closely with the Exterro  team in the fall of 2017 to raise 
our confidence with how the software would operate in 
a cloud environment and went live with a pilot of the AD 
Service Provider program, powered by FTK Lab in the 
cloud, in early 2018.

” The Eide Bailly team was immediately impressed by the 
speed of FTK Lab in the cloud, as the processing speeds 
were consistently fast throughout the pilot. 

“The processing speed is amazing,” said Hickman. “Never 
before have I had a forensic software fully process 
so much data so quickly. Even with the upload time 

and then the processing time, it was faster than doing 
everything locally. AWS offers great security as well, so I 
feel secure having my data in the cloud.” 

The investigative professionals were also impressed by 
the ease of use of the tool, dispelling a common myth 
within the industry that cloud forensics will be difficult to 
operationalize. 

“From a business standpoint, FTK Lab in the cloud was a 
very attractive model for us as a digital forensics and

“The processing speed is amazing. Never before have 
I had a forensic software fully process so much data 
so quickly. Even with the upload time and then the 
processing time, it was faster than doing everything 
locally.”* 
— Richard Hickman  
digital forensics and incident response manager at Eide Bailly



incident response provider,” said Hickman. “Since we 
pay based on actual use of the software, we’re able to 
pass through the costs of the software and any related 
technology requirements directly to our clients for each 
specific engagement. This lowers our firm’s required 
capital expenditures and also enables our client billing to 
be completely transparent for all software usage.” 

After concluding a successful pilot, Eide Bailly signed an 
agreement that provided them with access to the SaaS-
based and cloud-managed FTK Lab platform, which they 
have been using as their primary software platform for 
managing digital investigations. Exterro  has now added 
Quin-C—a pioneering next-generation technology for 
managing digital investigations—to its product offering, 
which will greatly enhance the ECA capabilities of the 
platform.

Results Eide Bailly has realized five key benefits from its 
use of FTK Lab in the cloud: 

1. Speed 
FTK Lab in the cloud is able to fully process and index as 
much as 2 TB of data in less than 48 hours. “In addition 
to the benefit of speedier forensic investigations, this 
has helped our incident response team better deal with 
data breaches by processing forensic data faster,” said 
Hickman. 

2. Collaboration 
The Exterro  Service Provider program, powered by FTK 
Lab, provides teams with a collaborative user interface 
and a shared case database. This enables multiple Eide 
Bailly forensic examiners and investigators to work on 
the same case at the same time, regardless of their 
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location or the time of day. In addition, the Eide Bailly 
team has access to Quin-C and its web-based review 
interface, enabling non-technical users to collaborate 
alongside their technical colleagues with uploading, 
processing and sharing data. 

3. Scalability 
“FTK Lab scales up with more processing power any time 
a case demands it, which is crucial for our team as some 
of our case volumes and investigation data sizes can 
far exceed the original expectation,” said Hickman. The 
architecture of FTK Lab, combined with the scalability 
of the cloud, allows Eide Bailly to spin up large numbers 
of processing engines to process cases quickly and 
efficiently. They are also able to add as much storage as 
needed and do so at an affordable price. 

4. Cost Savings 
The SaaS-based pricing model that Exterro  put in place 
for Eide Bailly has proven to be much less expensive 
for the firm than the perpetual license pricing model 
involved with on-premise or network deployments. 
“We’ve also been pleasantly surprised at the reduction 
in our long-term data storage costs as all of that is now 
stored in the cloud,” said Hickman. 

5. Security 
All systems and data processed or stored in the Exterro  
Service Provider program is protected behind a robust 
multi-factor authentication system with multiple 
layers of encryption, and is secured by a design taking 
advantage of many technologies offered through the 
AWS ecosystem. All data is encrypted while in transit 
or at rest, 24/7/365. Eide Bailly also implemented a 
site-to-site VPN that allows secure communication with 
their local forensics systems. This provides the Eide 
Bailly team with the confidence it needs to utilize this 
environment for their sensitive investigative workloads.

 “Exterro  has been a trusted software partner to our 
team of digital forensics professionals for many years and 
we have come to rely upon the power of their tools,” said 
Hickman. “With the innovation of FTK Lab in the cloud, 
they continue to blaze trails in our industry and we are 
delighted to serve as an Exterro  Service Provider.”
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