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TALK TO US . . .
We look forward to hearing from you and learning what you think about GRC 20/20  
research.  GRC 20/20 is eager to answer inquiries from organizations looking to improve GRC 
related processes and utilize technology to drive GRC efficiency, effectiveness, and agility.
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Governing and Managing Legal Risk Effectively

Complexity of Business Demands a New Paradigm in Legal Governance
Gone are the years of simplicity in business operations. Exponential growth and change 
in business strategy, risks, regulations, globalization, distributed operations, competitive 
velocity, technology, and business data encumbers organizations of all sizes. Managing 
the complexity of business from a legal perspective, while keeping continuous business 
and legal change in sync, is a significant challenge for boards, executives, as well as 
the legal professionals in the legal department. Organizations needs an integrated 
strategy, process, information, and technology architecture to govern legal, meet legal 
commitments, and manage legal uncertainty and risk in a way that is efficient, effective, 
and agile. 

Legal today is more than legal matters, actions, and contracts. Today’s legal organization 
must respond to incident/breach reporting and notification laws in a timely and 
compliant manner, respond to Data Subject Access Requests (DSAR), harmonize, and 
monitor retentions obligations, conduct eDiscovery, manage legal holds on data, and 
continuously monitor regulations and legislation and apply them to the context of the 
business.

The modern organization is:

 n Distributed. Even the smallest of organizations can have distributed operations 
complicated by a web of global relationships. The traditional brick and mortar 
business, with physical buildings and conventional employees, has been replaced 
with an interconnected mesh of relationships and interactions which define the 
organization. Complexity grows as these interconnected relationships, processes, 
and systems nest themselves in intricacy and makes legal governance, risk 
management, and compliance challenging as the organization depends on the 
extended enterprise.

 n Dynamic. Organizations are in a constant state of flux as distributed business 
operations and relationships evolve, grow, and change. At the same time, the 
organization is trying to remain competitive with shifting business strategies, 
technologies, employees, and processes while keeping pace with change to 
legal risk environments around the world. The multiplicity of legal exposures that 
organizations must monitor and govern in context of business change, activities, 
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transactions, interactions, and relationships on numerous fronts has buried many 
organizations.

 n Disrupted. The explosion of data in organizations has brought on the era of 
“Big Data.” Organizations are attempting to manage high volumes of structured 
and unstructured data across multiple systems, processes, transactions, and 
relationships. The velocity, variety, veracity, and volume of transactions and 
information is overwhelming – disrupting the organization and exposing it to 
more legal risk and compliance issues, while also slowing it down at a time when 
it needs to be agile and fast. This is particularly true in the context of personal 
data and its appropriate collection, use, access, and disposition.

 n Accountable. There is growing awareness among executives and directors that 
legal governance, risk management, and compliance needs to be taken seriously. 
It is part of their fiduciary obligations to oversee legal risk and compliance 
management as an integrated part of business strategy and execution. 
Furthermore, regulations are increasing personal liability within these roles, 
such as the UK Senior Managers and Certification Regime (among other similar 
accountability regulations), putting an emphasis on business leaders taking 
greater interest and accountability for legal risk, control, and compliance.

In today’s global business environment, a broad spectrum of economic, political, 
social, legal, and regulatory changes is continually bombarding the organization. The 
organization continues to see exponential growth of regulatory requirements and legal 
obligations (often conflicting and overlapping) that must be met, which multiply as 
the organization expands global operations, products, and services. This requires an 
integrated approach to legal governance, risk management, and compliance (GRC) 
with a goal to reliably achieve objectives while addressing uncertainty and acting 
with integrity.1 The legal department, with responsibility for understanding matter 
management, issue identification, investigations, policy management, reporting and 
filing, legal risk, and the regulatory obligations faced by the organization, is a critical 
player in GRC (what is understood as Enterprise or Integrated GRC), as well as improving 
GRC within the legal function itself (what is defined later in this paper as Legal GRC).

Understanding the Interrelationship of Legal Risk and the Business
Legal governance, risk management, and compliance ªas it is conducted in the businessº 
is pervasive, complex, and interconnected; when it comes down to it, legal risk and 
exposure goes beyond the legal department as it intersects with other departments 
and their strategy, obligations, processes, transactions, relationships, information, and 
contracts. Business functions are often taking legal risks without involving legal, or legal 
does not have the resources to get involved. 

What complicates this is the exponential effect of legal governance on the organization. 
Business operates in a world of chaos. Applying chaos theory to business is like the 
‘butterfly effect’, in which the simple flutter of a butterfly’s wings creates tiny changes in 
the atmosphere that could ultimately impact the development and path of a hurricane. 

1	 This	is	the	OCEG	definition	of	GRC.



6©2021 GRC 20/20 Research, LLC; Redistribution Rights Granted to Exterro

A small event cascades, develops, and influences what ends up being a significant issue. 
Silos of data, systems, processes, activities, and transactions can leave the organization 
with fragments of truth that fail to see the big picture of legal risk exposure. Legal risk, 
such as in DSARs, could unfold inappropriate use of personal information and exposure 
of that information that could have a cascading impact on the brand, reputation, as 
well as fines to the organization. The organization must have holistic visibility and 360° 
contextual awareness into legal risk relationships across the enterprise and its operations. 
Complexity of business combined with the intricacy and interconnectedness of legal 
data, requires that the organization implement a new strategy and paradigm for legal 
governance, risk management, and compliance (Legal GRC).

Legal GRC is a capability to reliably achieve the objectives of the legal department and 
ensure they are aligned with business objectives and needs [GOVERNANCE], while 
addressing legal uncertainty and exposure [RISK MANAGEMENT], and act with integrity 
to the obligations and ethical commitments of the organization [COMPLIANCE]. This is 
adapted from the official GRC definition in the OCEG GRC Capability Model. Breaking 
this down, Legal GRC delivers:

 n Legal Governance. Governance of the legal function that sets direction and 
strategy for legal to reliably achieve objectives within the department and 
support the business in achieving its objectives. 

 n Legal Risk Management. Legal risk management seeks to manage and 
understand uncertainty in the business, particularly the legal impact of activities 
by the identification, assessment, and monitoring of legal risk within the context 
of business and to act on legal risk through acceptance, avoidance, mitigation, or 
transfer.

 n Legal Compliance. Compliance aims to see that the organization acts with 
integrity in fulfilling its regulatory, contractual, and self-imposed obligations 
and values. Compliance follows through on legal risk treatment plans to assure 
that legal risk is being managed within limits and controls are in place and 
functioning.

The lack of a coordinated strategy for Legal GRC management fails to deliver insight 
and context, rendering it nearly impossible to make a connection between legal risk 
management and decision-making, business strategy, objectives, and performance. 

In this context, the general counsel/chief legal officer (GC/CLO) needs to lead a Legal 
GRC Management strategy, overseeing all the Legal GRC activities and tasks. The 
GC/CLO serves as the hub for collaboration about how best to balance legal risks 
and opportunities presented by the organization’s decisions and actions and lead 
the organization to higher levels of performance while assuring the board and other 
stakeholders that the company can also maintain integrity, mitigate risk of legal exposure, 
and operate within legal and ethical boundaries. This means the organization will take 
full advantage of opportunities that will help meet its objectives, while staying within the 
boundaries of laws, regulations, contracts, and corporate commitments. 
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The bottom line: Organizations need to adopt a new paradigm of an integrated 
approach to Legal GRC. This is done through a common Legal GRC strategy, process, 
information, and technology architecture that supports overall legal activities, as well 
as integrates and supports the broader business objectives and GRC activities from 
an enterprise view. Organizations need to automate legal GRC with a technology 
architecture that makes Legal GRC processes efficient, effective, and agile to enable 
legal governance and risk management in the enterprise. It is critical to select the right 
information and technology architecture that is agile and flexible to meet the range of 
Legal GRC management needs for today and into tomorrow.

Exterro

An Integrated 360° View of Legal Governance, Risk & Compliance
Exterro is a software solution suite spanning Legal GRC use cases that GRC 20/20 has 
researched and evaluated. The Exterro solution is an integrated Legal GRC platform that 
has grown and expanded to address an array of legal governance, risk management, and 
compliance needs across industries and for organizations of various sizes and complexity. 
The solution provides an integrated architecture that can manage legal objectives, risks, 
compliance, e-discovery, privacy, forensics, and controls in complex, distributed, and 
dynamic organizations. 

GRC 20/20 finds that the Exterro solution enables organizations to be efficient, effective, 
and agile in their Legal GRC related strategy and processes. Exterro is well suited for use 
across industries and organizations - from small to large - to manage an enterprise and 
integrated perspective of Legal GRC. The Exterro solution enables and strengthens legal 
governance risk management processes within organizations and can grow and adapt 
as the organization changes. The solution can be implemented for one specific aspect 
of Legal GRC and then expand to other areas or be implemented as an enterprise Legal 
GRC platform to manage a range of Legal risks, discovery, privacy, policies, forensics, and 
compliance requirements. As the client matures in their Legal GRC program, the Exterro 
solution enables them.

GRC 20/20’s evaluation, research, and interactions with Exterro clients has determined 
the following:

 n Before Exterro. Clients of Exterro typically are replacing manual and scattered 
processes of legal discovery, governance, risk management, privacy, forensics, 
and compliance that are encumbered by documents, spreadsheets, emails, and 
custom databases. Such approaches can be very manual, time-consuming, and 
prone to errors - particularly in aggregation and reporting on data that involves 
hundreds to thousands of documents and spreadsheets. Other clients came from 
complicated and siloed legal solutions that do not integrate into a broader Legal 
GRC architecture, and the cost of ownership to maintain the solution was too 
much and they needed something more agile and integrated.

 n Why Exterro. Organizations choose Exterro as they are looking for a single, 
integrated Legal GRC platform to automate and manage legal governance, 
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discovery, risk management, privacy, forensics, and compliance. Many chose 
Exterro for specific depth in a legal solution area that they could expand into 
the broader integrated Legal GRC platform suite over time. Clients were often 
looking for a single solution provider that can handle an integrated taxonomy 
of legal process needs that can contextually understand the relationships 
and impacts of legal risk on the organization and required a flexible and 
agile solution that could integrate with other business systems (e.g., records 
management). Clients state they chose Exterro as the capabilities of the solution 
met or exceeded their needs, but it presented a lower cost of ownership – from 
acquisition through maintenance – over other competitors. One client stated that 
they saved $2.7 million in automating legal holds through implementing Exterro.

 n How Exterro is used. Typical use cases for Exterro vary to meet a variety of Legal 
GRC processes and challenges - from a single solution area to an integrated view 
of Legal GRC. These include:

 � eDiscovery Management

 � Data Collection and Review

 � Data Privacy Management (e.g., GDPR, CCPA)

 � Compliance and Regulatory Management

 � Legal Hold Management

 � Policy Management

 � Digital Forensics

 � Legal Project Manager

 � HR Investigations

 � Tax Department Compliance

 � Internal Audit Review

 � Litigation & Claims Management

 � Employee Change Monitor

 n Where Exterro has excelled. Organizations state that Exterro has improved 
the quality of their Legal GRC related management, monitoring, and reporting 
processes which in turn has strengthened their overall legal governance and 
maturity in the organization. This improves the organization’s overall visibility 
into Legal GRC contexts across the organization with greater accountability 
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and ownership to manage legal risks. All of this while eliminating the overhead 
of managing manual legal assessment, discovery, and forensic processes 
encumbered by hundreds to thousands of spreadsheets, documents, and 
emails. Clients find that the solution is flexible to adapt to their requirements, 
has the capabilities needed, and provides them the ability to grow and mature 
their program over time. Overall, users find the solution was particularly easy to 
implement and rollout in their organization.

What Exterro Does
GRC 20/20 has evaluated the capabilities of the Exterro solution and finds that it delivers 
an intuitive and robust Legal GRC management solution to manage the range of legal 
governance, risk management, compliance, eDiscovery, forensics, privacy, and other 
legal processes within the organization. The solution allows organizations an increased 
agility in managing and monitoring legal processes in the context of today’s demanding 
requirements and dynamic environments. Exterro automates what were once labor-
intensive legal processes and tasks. This functionality is essential for eliminating a maze 
of manual processes, documents, spreadsheets, email, and narrow point solutions. 

Exterro Enables Legal GRC Management
The Exterro solution provides an integrate Legal GRC information and application 
architecture that facilitates legal governance and management, and in that context, 
automates a range of legal processes. It does this by providing an engaging suite of 
solutions to equip back-office legal functions alongside front-office and operational 
employees and management throughout the business. 

Exterro effectively and efficiently enables an organization’s end-to-end Legal GRC 
management strategy by providing a platform to manage the lifecycle of legal 
governance and management of legal processes across the organization and its 
environments. The Exterro Legal GRC Platform provides a suite of integrated solutions 
that leverage common reporting, integrations, collaboration, and visualizations across 
Legal GRC. This is further empowered through Cognitive GRC technologies that deliver 
deep learning and artificial intelligence to further automate legal processes and make 
them more efficient (e.g., time saved, money saved), as well as more effective (e.g., 
accurate, complete, less things being missed).

Specific differentiators that enable Exterro are:

 n eDiscovery. Exterro enables the eDiscovery management processes from legal 
collection, processing, hold, labeling, management, and preservation. With 
structured workflows and tasks that are enabled by end-to-end legal project 
management and helps streamlines the review and processing of information to 
make eDiscovery efficient, effective, and agile. 

 n Privacy. Exterro addresses the complex requirements to manage the legal 
aspects of privacy to regulations like the EU GDPR and California’s CCPA. The 
Exterro privacy solution automates data subject access requests (DSAR), data 
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inventory and retention, third-party vendor risk profiling in a privacy context, and 
consent management. 

 n Digital Forensics. With FTK (Forensic Tool Kit), Exterro automates digital forensic 
processes to search through enterprise systems and local hard drives. This 
enables agile gathering of legal evidence and information from sources wherever 
they are at when it is needed. 

 n Information Governance. Exterro provides a robust solution for information 
governance, particularly enabling the organization to manage complex controls 
and analysis of information in a privacy context. The solution can analyze files to 
determine if they contain sensitive information (e.g., privacy, intellectual property) 
and enables data discovery and mapping solution. 

 n Incident/Breach Management. With Exterro, organizations can manage 
incidents, breaches, cases, investigations, and complaints. This delivers a full 
audit trail and system of record on how the case/incident was managed and is 
further enhanced by smart breach review to determine what happened and what 
data was impacted. 

 n Policy Management. Exterro automates the communication and attestation 
of corporate, legal, HR, and privacy policies to employees. This provides a full 
spectrum of what policy was communicated on what date and time and gathers a 
system of record that the employee received the policy and acknowledged it.

 n HR/Employee Change Risk Management. Exterro also automates the HR risk 
through employee changes from new hire, to changing roles in the organization, 
to exiting the organization. Workflow and tasks can be setup to image an 
employee’s hard drive upon termination to collect and capture information.

Foundational Capabilities in Exterro

The Exterro solution can be implemented to address the complex requirements of a 
fully functional and broad Legal GRC management program, or it can be implemented 
to address very specific legal risk and compliance needs. Some organizations find that 
they often start with addressing a specific legal process, such as eDiscovery or privacy, 
and find that they expand the Exterro implementation over time to address a wide range 
of legal risk and compliance needs. Specific capabilities Exterro delivers that enable 
organizations in managing Legal GRC, no matter the scope, are:

 n Legal process management. The Exterro Legal GRC platform enables the 
management and integration of information across legal processes.

 n Integration. Exterro integrates well with other technologies and systems that 
already exist in the organization, making the ability to pull and push data through 
integration efficient and agile. 
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 n Content, workflow, and task management. Exterro automates legal processes 
to ensure activities are routed to the right subject matter expert to establish 
workflow and tasks for review and analysis. 

 n Information governance. The Exterro Legal GRC solution is a modern, 
actionable, enterprise-class data inventory with the ability to connect to 
enterprise data sources (e.g., Office365, Slack, Google, Box, Network shares, 
Dropbox). Organizations have 360° insight to where data is, how much data it 
has, the context/record type, how it is used, who owns it within the organization, 
what regulations govern retention, and what third parties have access to it. With 
Exterro the organization can respond to legal requests for that data – DSAR, 
e-discovery, Article 30, Breach response, etc.

 n 360° contextual legal awareness. Exterro provides a view of what is happening 
with legal in the context of legal governance, risk, and compliance processes. 
This provides legal contextual awareness through central nervous system to 
capture signals found in processes, data, and transactions. It also captures legal 
risks for interpretation, analysis, and holistic awareness of risk in the context of 
risk and performance.

 n Allocate accountability. Exterro delivers accountability to track ownership 
and steps taken in legal processes through task management, workflow, and 
escalation. Through reporting and metrics, owners see risk from different 
perspectives and understand what they are responsible for. 

 n Reporting and trending. Exterro manages and monitors legal risks and 
processes. This permits detailed reporting, dashboards, trending, and analytics 
that scale to the needs of the department or enterprise. Organizations can 
establish and monitor metrics through key performance indicators (KPIs) and 
key risk indicators (KRIs) and map them to objectives and processes. Reporting 
is customizable and scalable to the context and level of detail appropriate to 
the audience — whether it be process owners, managers, executives, or board 
members. 

 n Legal analytics and modeling. Exterro delivers a breadth of analytics and 
visualization to meet the diverse needs of groups across legal and the 
organization. 

 n Understand the interrelationship of legal risk. Exterro provides for the 
identification and categorization of legal risks to effectively manage and assign 
accountability. 

Benefits Organizations Can Expect with Exterro
Organizations are most likely to move to the Exterro platform because they found that 
their manual, document-centric approaches took too many resources to administer, only 
addressed specific areas of legal process and risk, and found things slipping through the 
cracks because of the continuous barrage of diversity and change. Some organizations 
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choose Exterro because their existing legal solutions were too complex or were too 
costly in the licensing and administration of the system or did not perform as well as they 
were on legacy architectures. 

Specific benefits organizations can expect from implementing the Exterro solution are:

 n Significant efficiencies in time through automation of workflow and tasks, as well 
as reporting. Specifically, the time it takes to build reports from documents and 
spreadsheets now is just a matter of seconds. 

 n Reduction in errors by automating the validation of legal process, risk, and 
compliance by removing errors from manual processes and reconciliation that 
was incomplete or incorrectly entered.

 n Data integrity with Exterro being the system of record for all Legal GRC 
management information.

 n Collaboration and synergies by providing an integrated suite of solutions that 
work together to manage Legal GRC interactions and processes - instead of 
different processes doing similar things in different formats. 

 n Consistency and accuracy of information, as all internal stakeholders conform 
to consistent legal processes and information collection. A single solution with a 
uniformed and integrated legal process and information architecture.

 n Accountability with full audit trails of who did what and when; this particularly 
delivers value in fewer things slipping through the cracks. Particularly business 
managers who have become more accountable for risk in their functions.

 n Engaging the front office in which second-line functions of legal can 
communicate, engage, and report to front-office management functions (first 
line) in a way they can understand by providing the right information in the right 
context.  

 n Increased legal risk culture and maturity where the risk accountability, appetite, 
and tolerance are clearly defined, and risk owners are engaged.

 n Agility to keep up with the business where the solution is highly agile and 
adaptable to deal with business and risk change. 

Considerations in Context of Exterro
Every solution has its strengths and weaknesses and may not be the ideal fit for all 
organizations in all situations. While GRC 20/20 has identified many positive attributes of 
Exterro to enable organizations in consistent Legal GRC management and monitoring 
— readers should not see this as a complete and unquestionable endorsement of the 
Exterro solutions. 
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Overall, organizations have a high degree of satisfaction with their use and 
implementation of Exterro as an integrated suite of Legal GRC solutions, to manage and 
address the array of legal risk, compliance, and process in the organization. The solution’s 
adaptability is of a particular benefit to organizations. The solution is agile by allowing 
distributed roles to get what they need while providing consistency across all involved 
functions. 

Exterro provides a unified Legal GRC architecture. It manages the range of risks and 
controls with an enterprise approach to legal risk analytics and management. While 
the solution is highly valuable, clients would like to see Exterro would like to see better 
onboarding and training as they implement the solution, as well as integration with 
Active Directory

GRC 20/20 finds that Exterro provides value in managing the Legal GRC processes. As 
many organizations respond to growing legal risks and regulatory requirements, they 
look for a solution like Exterro to manage and automate this process. 
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