
Tracking down tax evaders: 
The regional financial agency 
in Lower Saxony uses 
Exterro products for digital 
investigations.
The offices for tax investigations and other such criminal matters (tax evasion unit) 
at the Lower Saxony regional financial authority in Germany are always hot on the 
heels of tax evaders, as tax investigations are certainly a topic of interest in the 
state of Lower Saxony in the context of tax fraud and other criminal tax offenses. 
There are always new technical advances being made in this field—staff manage and 
process cases on computers, and searches are also often supported by IT services. 
However, software that had previously been used to help staff in their work was too 
complex and not really user-friendly. When searching for an alternative, the agency 
found a special digital investigations platform created by manufacturer Exterro.

The Lower Saxony regional financial authority in Germany (OFD Niedersachsen) 
is responsible for financial management of the federal state. As part of its work, 
it manages and supports the work of the affiliated tax offices in its area of 
responsibility. These consist of several technical units; the unit for tax investigation 
houses the IT investigation team, which coordinates computerized investigations 
made by the tax offices relating to tax and other such criminal matters.

In general, the tasks managed by the tax investigation team in accordance with 
208 of the German Tax Code Abgabenordnung, (AO) include investigation of tax 
offenses, the determination of the tax base in cases referred to in paragraph 1 of the 
tax code, and the discovery and investigation of undeclared sources of tax.

Sniffing with Electronic Noses
In the four tax departments in Lower Saxony, approximately 800 searches of 
suspected entities are carried out every year, with the bulk of these involving IT 
(information technology) assets. This means that computers used by the people 
and companies being investigated are also searched, which involves the use of 
specialized forensic software applications. These specialized applications aid in 
the analysis of suspicious transactions as well as securing and analyzing any digital 
tracks that may have been left behind—with the aim of being able to use these in 
subsequent court proceedings. In the OFD of Lower Saxony, officials have been 
utilizing such software for years. Some of the software used was not suitable 
for non-tech-savvy tax investigators due its complexity and lack of user-friendly 
features. This restricted efficiency and effective use of the programs, which 
ultimately decreased the understanding of the case details.
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Lower Saxony regional 
tax authority 
(OFD Niedersachsen)
Located in the cities of Hanover 
and Oldenburg, the OFD acts as a 
central provider of services in the 
field of finance. A total of 1,590 
financial officials and other staff 
work in the four departments: 
central tasks, tax, real estate 
and construction, and earnings 
and provision. Tax revenues 
of approximately 27.75 billion 
euros were collected by OFD tax 
agencies in 2011.
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Email Analysis
When analyzing email traffic, the following applications can be 
investigated using FTK: Notes® NSF, Outlook® PST/OST, Exchange 
EDB, Outlook Express® DBX, Eudora®, EML (Microsoft  Internet 
Mail, EarthLink®, Thunderbird®, QuickMail™, etc.), Netscape®, 
AOL® and RFC 833. A wide range of mail clients are catered to, 
thereby further increasing the chances of success in investigations.

Special Analysis Tools for Use 
on Mac® Computers
FTK also supports a wide range of analysis methods for computers 
that use the Apple® iOS® (operating system):

• Processing of B-Trees attributes for metadata

• PLIST support

• SQLite database support

• Apple DMG and DD_DMG disk image support

• Cracking of sparse images and sparse bundles

• JSON file support 

Frequent Updates Ensure Cutting 
Edge Software
The adoption and transition to FTK at the Lower Saxony 
regional financial authority ran smoothly and the staff has been 
very positive about the solution, particularly in terms of direct 
comparison with the previously used product(s). Exterro’s software 
update cycle ensures the regional financial authority will benefit 
from new functionality and support for the latest operating 
systems.

Summary
The fact that business communications, such as accounting, 
are primarily electronic in nature poses a challenge for the 
organizations responsible for checking such transactions—in 
theory. But IT forensics solutions now provide professional 
assistance to investigators, helping them rapidly secure salvageable 
and legally sound evidence. Even encrypted and password-
protected files no longer pose a problem for tax investigators. 
Forensic Toolkit (FTK) from Exterro provides, in a single solution, 
all the tools and functions necessary for such investigations. The 
fact that installation can be carried out by in-house IT experts 
and the application’s ease of use, even for tax officials that are 
not very experienced with IT, are further reasons to use FTK. If 
required, the Cerberus add-on, with which analysts can investigate 
suspicious files for malware, can also be included. FTK provides the 
framework for achieving a rapid and thorough investigation, which 
can be expanded to match the demands of the business.

To remedy these deficiencies, managers took the initiative and 
searched for a new solution that would analyze data and provide 
legally defensible and forensically sound results. The final list of 
candidates included EnCase® Forensic Edition from Guidance 
Software, X-Ways Forensics from X-Ways Software Technology 
AG and Forensic Toolkit® (FTK®) from Exterro. It was determined 
during the evaluation and comparison of the various products that 
FTK delivered “by far the best results.” In particular, the ergonomics 
of the Exterro software, which had been a problem with previous 
programs, was rated by the evaluation team as “excellent.” FTK 
was also impressive in terms of the product’s processing speed 
and feature set. These criteria were just a few that led OFD to 
implement Exterro’s FTK.

Rich Range of Functions
The 80 FTK licenses were installed step by step by tax 
investigators with minimal IT training. A prerequisite was suitable 
hardware corresponding to the specifications provided by Exterro. 
FTK provides a wide range of functions; the platform allows tax 
officials to create full hard disk images, investigate various types 
of files and folders (ranging from loose office documents to email 
folders) and analyze computer registries. It is also possible to carry 
out more complex investigations, including file decryption, cracking 
of passwords and creation of detailed activity reports.

In contrast to competitors’ products, FTK leverages a database for 
all processing and analysis functions. Furthermore, the individual 
database and the GUI (Graphical User Interface) components 
are architecturally distinct, which prevents loss of investigation 
results if outages occur. The database processes continue to 
run even if the GUI has been closed or if it happens to crash. 
The platform can also handle substantially larger cases than the 
competitors’ products. FTK is X.509-certified and provides an 
FIPS 140-2-certified SSL-encryption engine. FTK can also handle 
decryption including support for Credant®, SafeBoot®, Utimaco®, 
EFS, PGP®, Guardian Edge™, Sophos® Enterprise and S/MIME™.

FTK comes bundled with some additional applications through 
Exterro’s Registry Viewer® and Password Recovery Toolkit®. These 
can be used to analyze Windows® registries as well as encrypted 
data types, partitions and containers, and to then include them 
in the case being analyzed. Investigators can use the Password 
Recovery Toolkit to access folders protected by passwords 
and initiate actions such as brute-force attacks on encrypted 
containers. The Distributed Network Attack® option can also be 
used to run this as a distributed application on a network.


